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Abstract 

The study examined the phenomenon of cyber security in the face of technological 

advancement in the global space. Specifically, it examined the place of the African Continent 

in the global cyber security and technological advancement discourse. Using the Desk method, 

the study systematically analysed the progress made in cyber security and technology as well 

as the attendant challenges facing the African Continent. The study posits that although some 

gains have been made by few countries in Africa including the collaborative efforts by the 

African Union in terms of development in technology and providing security for the cyber 

space, the continent is still highly vulnerable to cyber-attacks compared to the rest of the world. 

Lack of tested security measures, digital illiteracy, and lack of trained security professionals 

are some of the challenges identified by the study. Consequent on the above, the study advised 

that authorities should address the dearth of cyber security experts, ensure cyber security 

education while a collaborative effort of both public and private sector would provide a better 

front to tackling the challenges of cyber-attacks and cybercrime in a technologically driven 

world.  
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Introduction 
A new wave of technology is driving rapid global change. “Waves” of technological change, 

driven by inventions ranging from steam power to electricity to the automobile, have driven 

economic development and social transformation throughout recent history (Sachs, 2015).  

Some historians speak of “technological revolutions,” from the first industrial revolution that 

mechanized production, to the second that led to mass production, to the third that automated 

production. It has been argued that we are now in the fourth industrial revolution, where a 

fusion of technologies is blurring the lines between the physical, digital, and biological spheres 
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(Schwab, 2016). In this latest technological revolution, “new technologies” include everything 

from the Internet to drones to big data, and the potential applications of these technologies are 

rapidly expanding. 

Africa is the world’s second largest continent with huge diversity and disparity across 

countries. The region continues to encounter numerous socio-economic challenges such as 

water and food scarcity, inadequate healthcare and political instability. These challenges are 

further compounded by the impact of a rapidly changing climate. However, in recent years, 

Africa has emerged as a fast growing digital behemoth, driven by policy reforms and leadership 

initiatives. The region has the youngest population in the world, which is playing a key role in 

its digital growth journey. Organisations are building infrastructure and services to enable 

digital services at a pace never seen before. The penetration of the internet and smartphones 

has accelerated the adoption of digital technologies, aiding efficient service delivery. 

Lockdowns imposed during the COVID-19 pandemic have led to an increase in remote 

connectivity services, as organisations put measures in place to continue business operations. 

According to the Global System for Mobile Communications Association (GSMA), the 

number of unique mobile subscribers in Sub-Saharan Africa will reach 615 million by 2025 

(KPMG, 2022).  

 

The proliferation of digital services has led to an explosion in digital ecosystems, 

broadening the attack surface and increasing the associated risks. With these developments, 

managing security and privacy in a dynamic and vulnerable environment remains a major 

challenge for African enterprises. The recent large-scale cyber-attacks and cross-jurisdictional 

issues in pursuing the perpetrators have made it painfully clear that the challenges with 

borderless cybercrime can only be solved through joint efforts of multiple governments. The 

fight against crime within the confines of regional borders is a lost battle in most cases. 

According to the United Nations Conference on Trade and Development, 39 out of the 54 

African countries have established cyber security legislation, while 2 have draft legislation 

under development. However, more remains to be done as 13 countries have not yet started the 

process to draft cyber security and further promote multi-jurisdictional collaboration. The 

adoption of cyber security policies and regulations across Africa stands at 72 percent, which is 

the lowest across the globe (KPMG, 2022). 

 

Encouragingly, at a regional level, there are various cyber security initiatives that aim 

to address the continent’s surging cyber-related threats and challenges. Beginning in 2019, the 

EU collaborated with the Economic Community of West African States (ECOWAS) 

commission and initiated the West African Response on Cyber Security and Fight against 

Cybercrime (OCWAR C) and adopted a regional cybercrime and cyber security strategy. Also, 

the African Union Mechanism for Police Cooperation implemented the cybercrime strategy 

2020-24 that seeks to enhance coordination, develop specialised police capacities, and 

harmonise legal and regulatory frameworks. The Foreign, Commonwealth & Development 

Office of the United Kingdom, in collaboration with governments and the public sector, is 

working on initiatives to develop cyber security capacity, awareness and skills across multiple 

African countries. Even though these regional efforts are noteworthy, there is a significant gap 
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in their implementation and adoption in national level cyber security strategies. The challenges 

in catalysing broad-based national level coordination and cooperation are resulting in a highly 

dynamic regulatory landscape, impeding the adoption of cyber security policies in Africa 

(KPMG, 2022).  

 

According to an Interpol report, from January 2020 to February 2021, South Africa 

witnessed 230 million cyber-attacks, while the numbers for Kenya and Morocco were recorded 

at 72 million and 71 million, respectively (KPMG, 2022). These threats ranged from 

ransomware to business email compromise attempts. Cyber criminals in this modern era are 

changing tactics to include data exfiltration and actively target personal information. This 

approach is mostly used as leverage to compel organisations to meet their demands. Failure to 

comply with such demands often results in public data exposure and negative media publicity.  

This often leads to a significant impact on consumer privacy and far reaching 

reputational and regulatory consequences. Another key factor in this proliferation is the 

increase in consumer demand for personalised experiences across an explosion of digital touch 

points; all this before the Metaverse has truly hit the mainstream consumer market. In the same 

vein, this has provided an additional attraction for cyber criminals who are also motivated by 

the potential economic value in compromising and selling data dumps on the dark web for 

cryptocurrency payments. All factors considered, it has therefore never been more challenging 

to safeguard the personal information of staff and customers. A large percentage of the 

respondents in our survey have reported having clearly defined frameworks and proactive data 

protection measures. However, that being said, many organisations are still grappling with 

controls and measures to effectively implement local and international privacy requirements. 

Citizens religiously guard their privacy rights, highlighting the positive trend towards 

increasing consumer awareness around data privacy. Effective data governance policies can 

bear fruits in the long run such as improved risk, security and data management across the 

enterprise. The pre-emptive action to prevent personal information breaches can, thus, lead to 

improved customer privacy controls and enhanced brand recognition (KPMG, 2022). 

 

Rising cybercrime shows no sign of slowing. In February 2022, the conflict between 

Russia and Ukraine prompted widespread state-sponsored cyber-attacks across both countries. 

This warfare extended to target banks, government bodies and crucial financial institutions. 

These attacks have resulted in operational delays and unplanned downtime for organisations 

across the EU. African organisations operating within these regions need to take cognisance of 

the impending cyber threats across these regions and take measures to counter state-sponsored 

terrorism. African nations are no longer protected by obscurity and make the list of the most 

targeted countries across the world. The US, the UK and Saudi Arabia have been identified as 

leaders across the global cyber security landscape. African governments can learn from these 

countries to explore cyber legislations and their impact. This can help in drafting well-rounded 

legislations that have been tailored to the quirks and cogs of the local landscape and culture. 

For instance, cyber awareness training can be customized around the local culture to counter 

socially engineered attacks (KPMG, 2022). 
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Conceptual and Theoretical Discourse 

Cyber security involves protection of computer systems from theft, damage or manipulation to 

the hardware, software or the data contained on them. A limitless cyberspace, little to no 

boundaries, and eroding national borders is making Africa vulnerable to cyber threats and 

potential harms. Cyber security represents a serious economic and national security challenges 

which needs to be properly defined and contextualized. 

 

With the proliferation of 4G, and 5G on the horizon, the internet is becoming an ever 

more complex global interconnected network of systems and devices. This has transformed the 

conduct of business, eventually leading to new markets such as the internet of things, virtual 

reality, Bitcoin, and many more. However, this advancement in technology and the 

interconnectivity of systems and devices exposes us to another complexity: ensuring these 

systems, devices and networks are secure.  

Ultimately, the goal of cyber security is to guard against unauthorized access to 

sensitive information, thereby ensuring confidentiality and integrity. Cyberspace, which is the 

electronic medium in which online communication takes place, is constantly experiencing 

deeper vulnerabilities because the attack surface is expanding rapidly. As the rest of the world 

technologically evolved, Africa lagged behind, but there has proved to be an interesting 

revolution that has leapfrogged from one technology stack to another. In Africa, the 

proliferation of the internet, say 15 years ago, was exceptionally slow and expensive. Hence, 

little to no attention was put to cyber security. However, over the years there has been 

considerable growth in the tech space, which has mainly been propelled by mobile technology 

with notable services like mobile money coupled with an increase in internet penetration. This 

growth in the African tech space has seen a rise in a number of innovation hubs across the 

continent that attempt to address issues faced by everyday people in African society, including 

cyber security (Brewster, 2017). In May 2017, a cyber-attack affected millions across the globe, 

with a handful of African organizations being affected as well (Brewster, 2017). As more and 

more Africans get connected to the internet than ever before, concerns related to our security 

on the web keep increasing. In Africa, cyber security efforts are primarily left to government 

agencies.  

However, when it comes to guarding against cybercrimes, collaboration from all 

stakeholders is key. So, the question that needs an answer is what exactly are African countries, 

governments, and businesses, whose responsibility is it to ensure our safety, contextualize the 

idea of security to fit the technology landscape in the region? How can we make cyberspace 

safe for everyone? Internet penetration in Africa is currently standing just under 40 percent, 

with the majority of these users accessing the internet through mobile devices.  

With slightly over 120 million people connected to the internet, Nigeria has one of the highest 

internet usage rates in Africa. However, the country is also ranked first on the continent and 

third, only behind the United States and the United Kingdom in global cybercrime. A recent 

survey suggested that the country lost over US $500 million to cybercrime in 2016 alone, and 

it could be more because many cases go unreported (Nigerian Communications Commission, 

2016). The rise in online transactions, mobile banking, and electronic shopping in the country 

and continent at large has widened the threat and attack surface with many platforms being 
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compromised. As is the case with most institutions, Nigerian government’s basic idea of 

security is to guard against external threats which usually target enterprise systems; however, 

over the years, the dynamics of these attacks have changed.  

The landscape keeps evolving with attackers seeming to be ahead of the curve. Kenya, 

a country ranked highly for both its internet connectivity and for having the highest internet 

penetration rate in Africa at 89 percent of the total population, has seen a wave of cybercrimes 

ranging from child pornography, wire fraud, spamming, targeted phishing, command and 

control, and malware, among others. Kenya lost close to KSh 29.5 billion to cybercrime in 

2018, according to a recent report that attributed the huge losses to lack of effective cyber 

strategies to counter the vice (Serianu, 2018). Insider dealings within organizations providing 

digital services have also cost these organizations millions. These dealings have cemented the 

findings of a recent PWC global economic crime and fraud survey that attributed this vice to 

middle-level managers and junior management in organizations (Price Waterhouse Coopers, 

2018). These attacks have specifically targeted financial institutions and telecom companies 

that highly utilize the mobile money transaction ecosystem, which is highly advanced 

compared to other countries. The Central Bank of Kenya, in its annual report published in 2019, 

warned that the risks targeting the financial sector are expected to increase in frequency and 

sophistication (Central Bank of Kenya, 2018).  

A report by the Communications Authority of Kenya revealed that Kenyan 

organizations were hit by about 11.2 million cyber threats in the first three months of 2019, a 

10.1 percent increase as compared to the same period last year (Communications Authority of 

Kenya, 2019). Over 5.4 million hacks were recorded in Kenya in 2015; among these were the 

infamous hacking of the Deputy President's Twitter account, as well as the Kenya Defense 

Force’s Twitter account. Social media has, over the years, become a prime target for hackers, 

with at least one in ten people having been hacked. With Africa's fast-growing technology 

market and limited mechanisms to protect it, cybercriminals have found it quite easy to 

compromise systems. To curb the ardent adversaries, there has been an increase in 

organizational budgets to cater to systems and endpoint protection services and products. There 

has also been a shift in perspective. Organizations are now pushing awareness raising 

campaigns, encouraging online users to be more vigilant. The government has also tried to 

enact strong laws that shed light on cyber-crime and offer strict guidelines in line with 

compliance to ensure that the public is protected. The trend has been to focus on the technical 

aspects of cyber security, specifically focusing on guarding against external threats. Much as 

the efforts from all stakeholders is commendable, a more holistic approach needs to be taken, 

one that accommodates other perspectives and attempts to ensure that all of the loopholes are 

closed.  

Cyber security, in retrospect, goes beyond the technical view of things. Today, it is 

argued that cyber security is more of a social science in the sense that as much as the technical 

aspects of it are important, it also takes non-technical social engineering skills and expertise to 

compromise a system or organization. We need to consolidate and take into consideration these 

non-technical aspects of cyber security, which includes the business processes within an 

organization (both internal and external), as well as the people (behavioral aspects of people 

who are the biggest stakeholders in this cyberspace). This shift in perspective is important 
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because adversaries are now targeting these elements to reach their target systems. Social 

engineering involves, among other things, the use of deception to manipulate individuals into 

revealing confidential or personal information for fraudulent purposes. The other under-the-

radar potential adversarial technique is the concept of “insider threats,” which are even more 

dangerous to organizations than external attacks. Insider threats usually come from people who 

are already affiliated with an organization and probably have some inside information 

regarding the organization's security practices, business processes, and/or data and computer 

systems, and can use this information to harm an organization. These adversaries are usually 

employees (former and current), contractors, and/or business associates. Some of the harms 

caused by the insider threats are intentional, while others are unintentional, and are often the 

result of ignorance attributed to lack of awareness and carelessness (Serianu, 2018). 

 

In Kenya and Uganda with heavy use of mobile financial services for online 

transactions, a wide range of techniques has been used to compromise organizations or lure 

innocent people into scams that have cost them millions of dollars. Mobile money services, 

which offer a virtual bank account associated with a user's mobile number, have faced much 

backlash over the years because of the loopholes within their systems that is widely used by 

millions of people. The biggest problem faced by mobile money has not necessarily been 

technical in the sense of 'hacking' into or exploiting a system vulnerability, rather, the loopholes 

are found in the business processes of how accounts are registered, resetting of access codes, 

as well as, adversarial internal threats.  

One of the leading telecom companies in the East African region has faced several 

extortion attempts from attackers who connive with personnel conversant with internal 

business processes and privy to the internal systems and workflows, fleecing them of revenue 

or stealing company data that is either sold to third parties or used in fraudulent activities. One 

common threat has been illegally swapping SIM cards. When adversaries identify their targets 

through collaboration with an insider who has access to valuable information about mobile 

money accounts, attackers can conduct GSM termination to register fake SIM cards on to the 

network, which automatically kicks off the genuine SIM cards from the telecom network. Once 

this is accomplished, the PIN codes used to access the mobile money accounts are then reset 

by the telecom employee who is working with the attackers, giving them access to the internal 

systems from which the money would be withdrawn. By the time the actual owner of the SIM 

card rectifies the issue their account has been emptied, and the damage is done. In response to 

the growing threat of cybercrime, the African Union commissioned a report on cyber security 

trends across the continent that seemed to provide an objective analysis on how criminals and 

other actors are targeting cyber-related vulnerabilities (Serianu, 2018).  

 

The African Union has also encouraged the sharing of information and best practices 

between nations, however, the continued lack of compliance from African countries in line 

with these guidelines has stalled the entire process and continues to expose African businesses, 

governments and people to even greater risks. For instance, less than 10 countries in Africa 

have a national cyber security strategy, very few countries have cyber legislation, and only 18 

countries have active Computer Security Incident Response Teams (CSIRTs).  
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Lack of awareness is one of the biggest challenges to passing cyber security legislation. 

We must also recognize the need for capacity building. There is a shortage of expertise in 

computer forensics, security, legislation and law enforcement institutions. Additionally, and 

most importantly, most political leaders have not made cyber security a priority, possibly due 

to the lack of political will or in-depth understanding of the technicalities and potential impacts. 

The African Union Cyber Security, Personal Data Protection and Cyber Crime Convention, 

was adopted on June 27, 2014, and so far only 14 countries have signed this convention, 5 

countries have ratified it, and only 5 have actually promulgated it. Of these countries, no 

country from the East African Community Member States has done any of the three (Brewster, 

2017).   

 

The first chapter of this convention focuses on electronic transactions and 

communication, which is commendable given that the biggest technological advances in Africa 

are around financial services like mobile money, Savings and Credit Cooperatives (SACCOs) 

and the likes. The second chapter focuses on personal data protection which specifically 

highlights the protection of private information. It tries to put the onus on the countries to pass 

legislation to ensure their citizens' private information is protected. The third chapter focuses 

mainly on cybercrime and cyber awareness. Even though this convention has been designated 

and created, there's no big uptake from the member states, which means it doesn't have any 

teeth at this stage. This is partly because it tries to cover so many topics, but also reflects the 

lackluster attitude toward cyber security. However, if more countries can implement legislation 

that covers these three things, then we will be moving in the right direction. However, because 

of the transnational nature of cybercrime, it is difficult to prosecute without international 

cooperation, especially on the African continent. So if we don't have a level playing field 

between the different African countries regarding cybercrime, legislation on what constitutes 

a cybercrime, legislative processes, and the power of how to prosecute cybercrimes, especially 

if the crime has been committed in one country but the perpetrator is in another country, then 

cyber security will remain a conundrum.  

Cyber security is not a boring technology story, and we can no longer treat it as an 

afterthought. It is, and should be, a vital element of any business or government’s development 

strategy. High profile data breaches and ransom ware attacks were prevalent in the corporate 

world, and have cost many organizations and governments billions of dollars (Brewster, 2017). 

Cybercriminals are increasingly finding it easy to break into systems and compromise 

organizations’ data. Organizations often focus their energies on strengthening the technical side 

of cyber security and forget the non-technical side of things which involves the business 

processes through which an organizational culture is built and the people who are the biggest 

and most critical stakeholders in this cyberspace. Adopting a social science lens would help us 

better understand and be able to address how attackers psychologically manipulate individuals 

and which individuals are the most vulnerable to attacks. There is an old saying that “sunlight 

is the best disinfectant.” Africa needs to rise up and shed a light on these blind spots that, if not 

addressed, will eventually cripple our systems and leave us lagging behind in this ever-

changing digital sphere. For now, let's look inwards and harness local talent to confront the 
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problem, devise better local legislation to focus on in-house cleaning, and then focus on how 

to cooperate with other countries and share information (Brewster, 2017). 

 

 

 

Cyber Security Challenges 

Despite the progress made, numerous challenges persist in Africa's cyber security landscape. 

Limited resources and funding hinder the implementation of comprehensive cyber security 

frameworks. Insufficient cyber security awareness and education among the general 

population, businesses, and government agencies pose significant risks. Moreover, the rapid 

adoption of emerging technologies, such as Internet of Things (IoT) devices and artificial 

intelligence (AI), introduces new vulnerabilities that require proactive measures (Diorio-Toth, 

2023). 

 

There is a huge amount of projected growth in the African economy over the next five 

years. In order to drive financial inclusion alongside that growth, big improvements need to be 

made to the security and resilience of the continent's financial technologies and infrastructure. 

The CyLab-Africa initiative, collaboration between Carnegie Mellon University's CyLab 

Security and Privacy Institute and Carnegie Mellon University Africa, aims to improve the 

cybersecurity of financial systems in Africa and other emerging economies. Assane Gueye, 

associate teaching professor and co-director of CyLab-Africa, has identified five cyber security 

challenges that Africa faces on the path to a digital future. Cyber security is a global issue, but 

the challenges in Africa are unique as the continent moves into the digital world (Diorio-Toth, 

2023). These cyber security challenges according to Diorio-Toth (2023) include the following: 

 

1. Lack of tested security measures: The majority of African-based fintech companies do 

not have the cyber security expertise or resources to implement security checks in their 

technology before launching the programs for public use. Because of this, black-hat 

hackers are taking advantage of vulnerabilities in the technology and putting the 

public's financial information at risk.  

2. Digital illiteracy: Although digital technologies including mobile money are quickly 

growing in popularity on the continent, many people (especially those in rural areas) 

are not digitally literate. These people do not know how to keep their data secure or 

recognize phishing threats. 

3. Cost of data: One of the most important ways for users to keep their data safe is to 

regularly update applications on their digital devices. These updates often include 

patches or bug fixes to improve the security of the program. However, in many African 

countries, the cost of using data on digital devices is high, so users disable automatic 

updates to save money. This means that users are often using out-of-date software with 

security vulnerabilities.  

4. Outsourced digital infrastructure: Most African governments outsource the majority of 

their technology infrastructure and operations. This puts them at the mercy of foreign 

entities that have full control of their critical infrastructures.  
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5. Lack of security professionals: Although there is a shortage of cyber security 

professionals across most of the world, the problem is dire in Africa. The continent has 

the fastest-growing workforce in the world, but there are not enough cyber security 

training programs to develop the workforce necessary to build a trusted digital future. 

Africa’s Regulatory Response to Cyber Attacks 

At present, the International Telecommunication Union ranks only five African countries 

(Ghana, Nigeria, Mauritius, Morocco, and Tanzania) as fairly achieving its most significant 

milestones necessary to defend against cyber-attacks 

(https://www.itu.int/epublications/publication/D-STR-GCI.01-2021-HTM-E). Out of these 

countries, only Mauritius ranks in the Global Top 20. This low representation of African 

countries is attributable to the slow adoption of cyber security and data protection regulations.  

 

Through its cyber security policies, Mauritius is a leader in the continent. Since 2018, 

Mauritius has maintained a strategy on cyber security 

(https://ncb.govmu.org/ncb/strategicplans/CybercrimeStrategy2017- 2019.pdf) developing an 

effective legal framework, sharing information, and creating awareness amongst other 

priorities. Ghana’s multi-sectorial strategy for cyber-governance also serves as a model for 

neighbouring countries (https://www.ghanaiantimes.com.gh/3-african-countries-moveto-

promote-cyber-security/) and a few European countries 

(https://www.ghanaweb.com/GhanaHomePage/business/Ukraine-Europelearning-from-

Ghana-s-expertise-in-cybersecurity-awareness-AntwiBoasiako-1370911) including Ukraine.  

Ghana’s approach to cyber security incorporates two significant treaties concerning cyber 

security into its laws: the 2001 Budapest Convention on Cybercrime and the 2014 Malabo 

Convention seeking to harmonize cyber security law across the continent. Notwithstanding this 

resolve to address and provide the protections necessary in a cyber-connected world, key 

differences in national legislation translate to potential difficulties in continent-wide 

enforcement. Countries who tow this line run the double risk of isolating their citizens and, by 

extension, their country by implementing internal policies which exclude other countries. That 

said, several African countries are making progress. The Republic of Togo has signed a 

Memorandum of Understanding (https://www.un.org/africarenewal/magazine/september-

2022/togo-andun-sign-mou-establish-african-cybersecurity-centre) with the United Nations 

Economic Commission for Africa (UNECA) to build Africa’s first cyber security centre to 

promote cyber security and investigation into cybercrimes. This move comes after the signing 

of the 2022 Lome Declaration, an undertaking by African Countries at the Cyber Security 

Summit held in Lome in March 2022, to sign and ratify the Malabo Convention and implement 

legislation to fight against cybercrime. Despite the urgent need for uniform regulation, 

countries must take care not to interfere with fundamental rights to privacy and freedom of 

expression.  

Experts argue (https://www.transparency.org/en/press/zimbabwe-cyber-security-

anddata-protection-bill -would-restrict-anti-corruption-watchdogs-1) that Zimbabwe’s present 

Cyber Security and Data Protection Act undermines human rights and gives security agencies 

powers to infringe on the rights of citizens. Specifically, the act is said to violate the country’s 

constitution by giving excessive surveillance powers to the police and its ministry of 
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information. For human rights lawyers like Otto Saki 

(https://www.pressenza.com/2022/08/arrests-of-journalists-begin-inzimbabwe-under-

cybersecurity-law/), the act is being used as a cover to target and monitor journalists. In an 

increasingly technological world, a primary fear for many pressure groups and citizens is the 

manipulation of laws promoting data protection and cyber security.  

 

The AU as the umbrella organization seeking to establish more uniform policies for 

African countries emphasizes the role of technology in driving that progress in its 2063 

Agenda. On the continental level, agreements such as the African Union Convention on Cyber 

Security and Personal Data Protection aim to strengthen existing regulations on Information 

and Communication Technologies (https://au.int/sites/default/files/treaties/29560-

treaty0048_- 

_african_union_convention_on_cyber_security_and_personal_data_protection_e.pdf). Under 

Article 24, the Convention maps out a regional policy to be adopted by each member state as 

well as a strategy which involves, amongst others, public awareness, legislative reform, and 

the ‘effective management of cyber security incidents and international cooperation’. Adopted 

by the member states of the AU in 2014, only 10 countries have ratified the agreement so far, 

with some others opting to formulate legislation on cyber security without domesticating the 

Malabo Convention (Cyber Ready, 2022) 

 

Progress and Opportunities in Enhancing Cyber Security in Africa 

Recognizing the importance of cyber security, African nations have taken significant strides to 

bolster their defenses. Several countries have developed national cyber security strategies and 

enacted legislation to address cyber threats. Collaborative efforts, such as the African Union 

Convention on Cyber Security and Personal Data Protection, have fostered regional 

cooperation and information sharing. Furthermore, African organizations and governments 

have embraced capacity-building initiatives, cyber security training programs, and the 

establishment of Computer Security Incident Response Teams (CSIRTs) (Nyabicha, 2023). 

 

Towards a Cyber Security Network for Africa: Addressing the Future 

‘There are only two types of companies: those that have been hacked, and those that will be.’ 

—Robert Mueller. Admittedly, little can be done to avoid a cyber-attack, and it is often not a 

matter of if an attack will happen, but of when one will happen. Moreover, as hackers continue 

to refine their methods, the risks further increase. This does not mean steps cannot be taken to 

mitigate the effects of an attack. While there are several commendable national strategies to 

curb the rapid increase in cyber-attacks, a more cohesive approach led by intra-continental 

cooperation and sharing of resources is vital to addressing potential threats. Regional 

cooperation utilizes expert knowledge and skill from experts around the continent, while 

reducing the chances of criminals simply reoffending with the same tactics in a new country. 

Commendable efforts have been made in acknowledging the need to address cyber issues 

through treaties and undertakings such as the Lome Declaration. However, these issues remain 

insignificant if countries on the continent do not follow proposals and strategies with tangible 

action. Authorities must direct more consideration towards addressing the shortage of cyber 

https://au.int/sites/default/files/treaties/29560-treaty0048_-%20_african_union_convention_on_cyber_security_and_personal_data_protection_e.pdf
https://au.int/sites/default/files/treaties/29560-treaty0048_-%20_african_union_convention_on_cyber_security_and_personal_data_protection_e.pdf
https://au.int/sites/default/files/treaties/29560-treaty0048_-%20_african_union_convention_on_cyber_security_and_personal_data_protection_e.pdf
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security experts. More so, the dearth of talent and long-term solutions to retaining such talent 

within the continent is a challenge too big for public bodies to overcome alone.  

The private sector has a part to play. Ideally, government agencies should partner with 

private organizations to address this looming danger as private organizations are typically in a 

better position to provide resources both human and financial to identify and assist in 

responding to incidents. Key to this training is ensuring that problems unique to the African 

cyber ecosystem are put in focus. This is a strategy which must be implemented continent-

wide. A region better prepared to overcome these risks will find that the potential economic 

and social benefits of a clear strategy against cyber-attacks are justifiable when weighed against 

the economic losses incurred due to these threats. Regulators and private businesses alike must 

realize that the risks of a possible cyber-attack are not borne by a single country and to 

effectively combat it, regional cooperation through the exchange of knowledge and ideas must 

be considered the prime objective to achieve an effective solution in the fight to keep Africa 

secure (Nyabicha, 2023). 

Thus, collaboration between governments, private sector entities, and international 

organizations is crucial to address cross-border cyber threats effectively. Sharing best practices, 

intelligence, and expertise can enhance Africa's overall cyber security posture. Also, adequate 

funding is necessary to develop and maintain robust cyber security infrastructure. Governments 

and organizations must allocate resources to establish and strengthen CSIRTs, conduct cyber 

security training programs, and raise public awareness about online risks. Furthermore, clear 

guidelines and penalties for cybercrime can act as strong deterrents and promote responsible 

online behavior.  

Finally, emphasizing cyber security education at all levels, from secondary schools to 

universities and professional training programs, will empower individuals with the knowledge 

and skills to protect themselves and their organizations against cyber threats (Nyabicha, 2023). 

 

A Case for Cyber Security Spending in Africa 

In 2021, according to Interpol’s 2021 African Cyber Threat Assessment Report 

(https://www.interpol.int/content/download/16759/file/AfricanCyberthreatAssessment_ENG

LISH.pdf), Africa lost over $4 billion to cyber risks. Despite the magnitude of the threat faced, 

the response has been constrained by inadequate capacity of several African countries to defend 

against these threats due to limited resources. The inability to integrate cyber security protocols 

into often-outdated hardware such as firewalls and servers, and operating systems means a 

significant number of countries may not be equipped to withstand a large-scale cyber security 

crisis.  

Alarmingly, despite steep losses suffered on the continent, spending towards the 

prevention of future attacks has not risen to meet the need for greater protection. While some 

countries such as Ghana have resolved to address 

(https://mofep.gov.gh/sites/default/files/pbbestimates/2022/2022-PBB-MOCD.pdf) this by 

allocating dedicated budget lines (https://www.coe.int/en/web/octopus/country-wikiap/-

/asset_publisher/CmDb7M4RGb4Z/content/ghana/pop_up?_101_INSTANCE_CmDb7M4R

Gb4Z_viewMode=print&_101_INSTANCE_CmDb7M4RGb4Z_languageId=en_GB) to 

cyber security, others such as Botswana have not made such commitments. With the rapid 
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evolution of technology, cyber security protocols and regulations, and without the financial 

resources to match, organizations and governments often find themselves playing catch-up 

against a constantly revised playbook developed by bad actors.  

The rising rate of cyber threats has increased the need for higher cyber security 

spending. According to Cyber Security Ventures, global spending on cyber security products 

and services is expected to hit 1.75 trillion by 2025 

(https://cybersecurityventures.com/cybersecurity-spending-2021-2025/). 

This contrasts with a relatively conservative $280.5 billion 

(https://www.statista.com/statistics/991304/worldwidecybersecurityspending/#:~:text=Global

%20cybersecurity%20spending%202017%2D2021%20(COVID%2D19%20adjusted)&text=I

n%) spent between 2017 and 2021. This increased spending has become the ideal response to 

these threats as a significant number of companies see risks associated with cyber security as 

detrimental to their growth. However, this response has been more predominant in the West. 

(https://www.statista.com/statistics/733657/global-cybersecurity-index-gcicountries/).  

According to a survey 

(https://www.lecesia.com/files/BAROMETRE_DE_LA_CYBERSECURITE_EN_AFRIQUE

_2022_-2.pdf) of 180 African Companies conducted by the Club of Information Security 

Experts in Africa between 2021 and 2022 1 in 2 companies felt unprepared 

(https://lecesia.com/wpcontent/uploads/2022/10/BAROMETRE_DE_LA_CYBERSECURIT

E_EN_AFRIQUE_2022_.pdf) to face a large-scale cyber-attack.  

The first step to preventing an attack is often the most basic. As such, one significant solution 

to preventing cybercrime, is educating the public. Most internet users are unaware of what red 

flags to look out for when faced with a phishing email or a suspicious website or link. Much of 

the support necessary to educate the public can only be provided by experts in the field. Reports 

(https://papers.ssrn.com/sol3/papers.cfm? abstract_id=3142296) indicate that there were less 

than 7,000 certified cyber security professionals in Africa in 2018. At an estimated rate of 1 

cyber security expert to 177,000 people, this number sorely underserves the continent’s digital 

economy and its population. Bearing in mind that cybersecurity experts are in demand 

worldwide, with a global shortage of 2.72 million professionals 

(https://www.nextgov.com/cybersecurity/2022/05/report-cybersecurityworkforce-needs-

grow-two-thirds-protect-assets/366505/), the shortfall in Africa raises concerns in comparison, 

for instance, with figures from Asia Pacific (https://www.isc2.org/-

/media/ISC2/Research/2022-WorkForceStudy/ISC2-Cybersecurity-Workforce-Study.ashx) 

where there are 859,027 cyber security experts.  

 

Conclusion 

Africa's digital transformation presents immense opportunities for economic growth and social 

development. However, it also exposes the continent to evolving cyber threats. By recognizing 

the importance of cyber security and adopting a comprehensive approach, Africa can 

strengthen its defenses, protect its digital infrastructure, and ensure a secure and prosperous 

future. With increased collaboration, investment, and education, Africa can position itself as a 

leader in cyber security, setting an example for other regions worldwide. 

 

https://www.statista.com/statistics/733657/global-cybersecurity-index-gcicountries/
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